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Abstract: Due to the uncertainty of cognition and the difficulty of obtaining information, the reliability
information of complex equipment is full of uncertainty. In order to make full use of multi-source uncertain
reliability information, a reliability evaluation model based on D-S evidence theory and general uncertainty
theory is proposed. The main work is as follows: Firstly, the basic probability assignment of evidence theory is
carried out through general uncertainty theory for random, fuzzy, grey and rough reliability data in the
development process of complex equipment. Second, in order to address the fusion of conflicting evidence,
the weights of the evidences to be fused are corrected from three different perspectives. On this basis, the
optimal weight combination is obtained by the TOPSIS method. The mission reliability evaluation result of the
whole complex equipment is obtained by using the Dempster combination rule; Finally, an arithmetic example
illustrates that the method proposed in this study is characterized by more conservative assessment results and

more accurate reflection of changes in reliability confidence.

Keywords: Grey linguistics; D-S evidence theory; general uncertainty theory; complex equipment; reliability
evaluation

1. Introduction

Under the guidance of China's strategy for building a manufacturing powerhouse, research on
the reliability issues of high-end and complex equipment manufacturing represented by aerospace
rockets, space shuttles and the like is particularly important. However, such equipment often has
the characteristics of high-reliability products, that is, small samples of product failure data, high
costs for reliability tests, etc. Meanwhile, due to reasons such as the limitations of human cognition
and the complexity of structures, there is a large amount of reliability information with
uncertainties, which have brought many difficulties to the reliability evaluation of complex
equipment. How to comprehensively utilize the reliability-related information in all aspects of
complex equipment from design to application has become a hot topic in current research.
Currently, the reliability evaluation models related to the fusion of multi-source information are
mainly developed from two aspects. One is to utilize Bayesian networks (Li ¢# a/., 2022; Songshi ez
al., 2019), and the other is to utilize the D-S evidence theory (Rui ¢f 2/, 2016; Yu e al., 2021). Among
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them, Bayesian networks can only be used for the fusion and inference of prior information with
precise information. However, a large amount of information in the development process of
complex equipment is imprecise. The D-S evidence theory can integrate various types of uncertain
data and is therefore more suitable for the reliability evaluation work of complex equipment
(Tangfan, 2022).

In recent years, the evidence theory has been deeply applied in research on the reliability
evaluation of high-reliability products (Rongxi ef /., 2018; Yanjun ez al., 2024; Qingde, 2017; Xiaojie,
2024; Sirui et al., 2023), the safety evaluation of complex products (Taiping & Zhong, 2023; Juan,
2021; Yu & Xiaochun, 2021), fault diagnosis (Jiahang ez a/., 2023; Zhiwei & Le, 2023; Yonggiang,
2022; Jie et al., 2023; Zhongqiang et al, 2022) and other aspects. However, since the classic
Dempster combination rule will produce results contrary to the facts when fusing highly conflicting
evidence (Zadeh, 1984), the fusion processing of conflicting evidence is often involved in these
studies. To solve this problem, one idea is to modify the original combination rule (Cong e# 4/,
2019; Ghosh et al., 2022; Khan & Koo, 2015; Pai & Gaonkar, 2020), and the other is to modify the
original evidence through a discount coefficient (Djapic ez al., 2012; Farmer, 2017; Sezer ¢t al., 2022).
Some scholars have pointed out that modifying the original combination rule will make it lose many
excellent properties (Zhan, 2024), so current research mainly focuses on the modification of the
evidence body. The processing of the discount coefficient is mainly reflected in the allocation of
the weights of the evidence body. At present, most of the research on the allocation of the weights
of the evidence body focuses on the characteristics of the data itself and seldom considers the role
of subjective evaluation in the weights (Yanjun ez a/., 2024; Shiyuan, 2024; Fan, 2023). There may
be a certain coupling relationship among the reliability data of complex equipment, and it is difficult
to reflect this effect only by assigning values from an objective perspective.

Meanwhile, how to represent and process multi-source uncertain reliability information is also a
key issue. Previous studies mainly focused on the fusion of reliability information with a certain
probability distribution (Rongxi ez af., 2018), or directly analyzed the results of expert evaluations
using the central limit theorem (Sirui e# a/, 2023). Liu proposed the general uncertainty theory in
2022 (Liu & Tang, 2023), which can process data with random, fuzzy, grey and rough characteristics
simultaneously and can handle the reliability information in the development process of complex
equipment more comprehensively.

Based on this, in order to better integrate various types of reliability data with uncertainties and
considering the importance of subjective weighting in the reliability engineering of complex
equipment, this study first starts from the general uncertainty theory and explores the conversion
methods of the basic probability assignment function in the evidence theory for different types of
uncertain data. Subsequently, with the help of the concepts of the core and uncertainty in the
general uncertainty theory, the weights of the evidence are allocated from three aspects: the
similarity among the evidence, the uncertainty of the evidence itself and the subjective evaluation.
Innovatively, the Shapley value method is used for the processing of subjective weights. On this
basis, the comprehensive optimal weights are obtained by using the technique for order preference
by similarity to an ideal solution (TOPSIS), and the probability assignment is carried out at the
decision-making level of the evidence theory to obtain the final evaluation results. Finally, the
feasibility and effectiveness of the method proposed in this study are illustrated through a small
case.

2. Theoretical Basis

2.1 D-§ Evidence Theory

DEFINITION 1 (Dempstet, 2008):  Frame of Discernment. In the evidence theory, the set of all
possible objects under study is called the frame of discernment, denoted as ©, the representation
way is ©={6,,6,,....6,}, where 6,i=12,.,n represents independent and mutually exclusive

elements, N represents the number of elements.
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DEFINITION 2 (Dempster, 2008): Basic Probability Assignment. The power set of the frame of
discernment 2° represents any atbitrary combination of elements in © . The basic probability
assignment function is a mapping from the power set to the interval [0,1], also known as the mass
function, which satisfies the following conditions

m(A) =1

Aé) O
m(@J) =0

Among them:  represents a basic element in the power set 2° ; m(A) represents the

corresponding Basic Probability Assignment (BPA) or mass function value of A, also known as
the body of evidence, and its meaning is the direct support degree of the evidence information for
the proposition A.If m(A)>0, then A is called a focal element of the BPA.

In practical problems, due to different perspectives of thinking about problems and different
sources of information collection, different Basic Probability Assignments (BPAs) may be obtained
for the same problem. These are called different pieces of evidence. In order to comprehensively
utilize all the evidence information to obtain more reliable conclusions, it is necessary to fuse
different pieces of evidence information.

DEFINITION 3 (Shafer, 1976): Dempster's combination rule. Dempstet's combination rule is the
most classic combination rule in evidence theory and has some excellent properties. Under the
same frame of discernment © , suppose My, M are two independent pieces of evidence, and their
focal elements are A, A,,...,A, and B,B,,..,B, respectively. Then, according to Dempstet's

combination rule, the combined evidence of and is as follows:

2. m(A)m,(B))

M(A) = m,(A) Sm,(B) = ¢ 2= — . A20D @)

0, A=0

Among them: i=12,..,p ; j=12..q9 ; k= Z m (A)m,(B;) is the conflict factor,

A NB; =g
which reflects the degree of conflict between the two pieces of evidence. Similarly, for n pieces
of evidence under the same frame of discernment, the combination formula under Dempstet's
combination rule is as follows:

> m(A)M,(A)..m, (A)

AnAN.NA=A
©)

1= 32 m(AM(A)..m,(A)

ANAN..NA =D

Mie26.@n (A) =

According to the Transferable Belief Model (TBM) proposed by Smets, when using the D-S
evidence theory to make decisions, it is necessary to go through a two-layer fusion structure, namely
the Credal layer and the Decision (Pignistic) layer (Smets & Kennes, 1994). The initial belief
function is transferred at the Credal layer to construct a reasonable initial Basic Probability
Assignment (BPA). And when it comes to making a decision, it is required to use the probability
transformation method to obtain the probability at the Pignistic layer, also known as the revised
BPA, and then make the final decision based on the probability distribution at the Pignistic layer.

DEFINITION 4 (Smets & Kennes, 1994):  Pignistic Probability Transform. The probability
distribution obtained after the pignistic probability transform (PPT) is denoted as BetP . The
specific formula is as follows:

BetP(A) = m(e)! A|E|B | @

BcO®
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Among them: BetP is also called the betting probability, and | A| is the cardinality of A. It

can be seen from the calculation formula that the essence of the PPT is to distribute the belief
corresponding to the multi-proposition focal elements to each individual proposition focal element
in an evenly divided manner.

2.2 General Uncertainty Theory

The reliability data of complex equipment are usually complex data with the characteristics of
uncertainty information such as randomness, fuzziness, greyness, roughness, etc. It is difficult to
conduct comprehensive and effective analysis on these complex data by using any single analysis
method among probability statistics, fuzzy mathematics, grey system theory or rough set theory.

DEFINITION 5 (Liu & Tang, 2023): General Uncertainty Data. The mixed uncertainty data with
the characteristics of uncertainty information such as randomness, fuzziness, greyness, and
roughness are called general uncertainty data (GUD).

DEFINITION 6 (Liu & Tang, 2023): General Uncertainty 1V ariable. A set composed of random
variables, fuzzy numbers, grey numbers and interval rough numbers is called a set of general
uncertainty variables (GUVs). GUVs can be divided into continuous GUVs and discrete GUVs.

Liu proposed that the operation methods of General Uncertainty Variables (GUVs) can be
divided into two types. One is the operation of interval GUVs based on the coverage of possible
values, which is similar to interval operations; the other is the operation based on the kernel and
the degree of uncertainty. Liu also gave the rules for operations based on the kernel and the degree
of uncertainty (Liu & Tang, 2023). This research will follow this part of the calculation rules.

DEFINITION 7 (Liu & Tang, 2023). Kernel of the General Uncertainty 1 ariable. The average value
of all possible values of a General Uncertainty Variable (GUV) is called the kernel of the GUV.

For a specific General Uncertainty Variable (GUV) with value distribution information, the
calculation rules for the kernel are as follows: For a GUV that was originally a random variable, the
value of its kernel can be taken as its mathematical expectation; for a GUV that was originally a
fuzzy number, its kernel is the point with the largest membership degree; for a GUV that was
originally an interval grey number, its kernel is the midpoint of the interval; for a GUV that was
originally an interval rough number, its kernel is the midpoint of the lower approximation.

DEFINITION 8 (Liu & Tang, 2023): Degree of uncertainty of General Uncertainty 1V ariable. Suppose
the background that generates the GUV is Q ,and u is the measure of Q. Then the calculation

formula for the degree of uncertainty of the GUV (abbreviated as u®) is as follows:

u (GUV) = —“ﬁg) ®)

It satisfies the property of normality in its definition.
The degree of uncertainty of a GUV reflects the degree of uncertainty of the thing described by
the GUV. For a completely certain and real number, its degree of uncertainty is 0. If the value

range of a GUV is completely unknown or in the case where the value range of the GUV is equal
to its background Q, then the degree of uncertainty of this GUV is 1. For most interval GUVs,

their degrees of uncertainty are between 0 and 1. The closer u” is to 0, the smaller the uncertainty
of the GUV values. Conversely, the closer u” is to 1, the greater the uncertainty of the GUV values.
For convenience, we can denote the GUV as X, y,z,---, and denote the corresponding kernel
as X, ¥,2--.
DEFINITION 9 (Liu & Tang, 2023). Simplified form of General Uncertainty 1 ariable. Let X be a
GUV, % be the kernel of X, and u” be the degree of uncertainty of X. Then the simplified form
of is )?( )

o

3. Reliability Evaluation Model for Fusing General Uncertainty Variables
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Suppose there are N initial information sources, and the data types include random, fuzzy, grey,
and rough. According to the Transferable Belief Model (TBM), the modeling steps of the reliability
assessment model for fusing general uncertainty variables are as follows: Firstly, it is necessary to
determine the frame of discernment and select the reliability assessment indicators. Secondly,
according to the data types of the information sources, the reliability data of the same type should
be fused, and the initial Basic Probability Assignment (BPA) should be calculated. Subsequently,
the weight distribution of the BPA needs to be revised, and this part is mainly considered from
both objective and subjective aspects. Finally, the Probability Projection Transformation (PPT) is
carried out to obtain the final decision probability. The flowchart of the assessment model in this
research is shown in Figure 1.

3.1 Determination of the Frame of Discernment for Reliability Evaluation

The reliability evaluation indicators for complex equipment include reliability (probability
measure), Mean Time Between Failure (MTBF), Mean Time To Repair (MTTR), availability and
so on. Por indicators such as MTBF, MTTR and availability, they are all obtained by collecting the
time intervals of fault occurrences or maintenance activities. This kind of data cannot reflect the
characteristics of General Uncertainty Data (GUD). Therefore, it is more suitable for the content
of this research to select an indicator that can comprehensively evaluate the ability of complex

General Uncertainty Data (GUD)

|
Input

[n reliability information sources of}

[ Confirm the frame of discernment for reliability evaluation J

Y

Establish evidence groups according to different types of uncertainty data m1, ms, ms, my

Objective weighting Subjective weighting

:_ ______ + ___________ !! _____ I |— _____ v ______ |
I

I | Determine the weights w Determine the weights wf.’ based| | [Determine the weights w{ :

I | based on the similarity of on the degree of uncertainty of | based on the Shapley |

| |evidence in the credal layer evidence in the credal layer | value method |

I | |

I | |

Obtain the optimal comprehensive weight w;
by the Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS).

Y

[Reliability evidence after weight modification m’]

Output

[ Reliability assessment results after evidence fusion }

Figure 1. Flowchart of the evaluation model for complex equipment with fused general uncertainty variables
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equipment to complete specified tasks under specified conditions. Reliability (probability measure)
refers to the probability that the equipment can complete the specified functions under the
specified conditions and within the specified time. The reliability value can be obtained through
probability distributions, reliability block diagrams, reliability tests and other means, and it can
better support the fusion evaluation of multi-source information. This research selects reliability
(probability measure) as the content of the frame of discernment, unless otherwise specified in the
following text, "reliability” can be regarded as the probability measurement of reliability.

Since reliability is a probability value within a certain range [0,1], the frame of discernment is

thus determined as ® ={[0,1]} accordingly. According to the principle of least commitment

proposed by Smets in the Transferable Belief Model (TBM) (Smets & Kennes, 1994), under the
confidence interval [r,r,] of the complex equipment's reliability with a certain confidence level

1-a, the evidence m([0,1]), m([r.,r,]) transformed from the information sources can be

calculated according to the following formulas:

m([O,l])x%+m([rL,rU D=1-a ©
m([0,1]) + m([r_, i, ]) =1

3.2 Evidence Modeling for Different Reliability Information Sources

The reliability information of complex equipment comes from a wide variety of information
sources, such as failure data, expert evaluations, key equipment parameters, reliability test results
of subsystems or critical components, etc. These pieces of information may possess uncertainty
characteristics of multiple types, such as randomness, fuzziness, greyness, roughness, and so on.
Therefore, all the reliability information sources of complex equipment can be analyzed as GUVs.
Classify and analyze the GUVs according to different uncertainty types. Internally, relatively
consistent analysis tools can be used for analysis, and externally, the overall importance of this type
of data can be evaluated. Meanwhile, within the reliability data of the same uncertainty type,
calculations such as the fusion of data at the same level and the transfer of data at different levels
may also occur according to the levels in the reliability block diagram. Consequently, the reliability
evaluation of complex equipment itself has the characteristic of being multi-level. However, the
information fusion processes at different levels have similar procedures, and conducting
uncertainty transfer analysis through a complete reliability block diagram will further expand the
scale of this research. Therefore, to highlight the key points of this research, it is assumed in the
study that data of the same uncertainty information type can be fused by a simple averaging
method, and the result after fusion reflects the overall reliability characteristics of the complex
equipment. Appropriate adjustments can be made in practical applications.

The following will introduce the BPA of GUVs with different uncertainty types.

3.2.1 Failure data of the random variable type. A random variable is a concept from probability
and statistics. Given a sample space Q, if for any given sample point @, there exists a unique real
number X corresponding to @,and X can take different values with a certain probability, then

X is called a random variable. Random variables have probability distribution functions. For
example, in the actual engineering process, a large amount of failure data for the components of
complex equipment will be collected - it may be the time of failure occurrence or the time between
failures, and these data conform to a certain probability distribution. Engineers summarize them
in reliability manuals and they are widely used in reliability engineering.

In the probability distribution function of a random variable, the confidence level refers to the
probability that a sampling point falls within the corresponding confidence interval. According to
the general uncertainty theory, the confidence interval can be regarded as the upper and lower
limits of the reliability estimate, and the confidence level can be regarded as the Pignistic probability
of the confidence interval. Different types of components may have different probability

10
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distribution functions, but all of them can obtain the confidence interval [r,,f;] and the point
estimate f of reliability through the transformation of probability theory formulas under the
premise of the known confidence level a and probability distribution f () . The specific formulas
are as follows:

r

L U

r 2 @)
jr“ f(X)dx =1-«

f:

According to formula (6), the BPA of the reliability information of the random variable type can
be obtained.

3.2.2 Expert evaluations of the fuz3y set type. A fuzzy set is a tool that can describe the ambiguous
membership relationship of a set. In classical set theory, an element either belongs to a certain set
or does not belong to it, and the boundary is very clear. However, a fuzzy set describes the degree
to which the domain of discourse U belongs to a set A in the form of a membership function

4, :U —[0,1] . The closer the value of 1, is to 1, the higher the degree to which it belongs to the

set A, and thus it can better describe the uncertainty of human cognition in real life. In the field of
reliability engineering, experts may often not be able to give an exact value when describing the
mission reliability of a complex system as a whole. Therefore, using fuzzy sets can better model
and analyze such expert evaluation information.
Currently, there are many tools for describing fuzzy linguistic variables, including the Uncertain
Linguistic Term set (ULTSs), the Hesitant Fuzzy Linguistic Term set (HFLTS), the Extend Hesitant
Fuzzy Linguistic Term set (EHFLTS), and so on. Du proposed a Grey Linguistic Term set (GLTs),
proved that ULTs, HFLTs, and EHFLTs are degenerate patterns of GLTs under certain
circumstances, and demonstrated that GLTs can describe fuzzy linguistic variables with more
general properties (Du ez al., 2023). Du also put forward the concepts of the kernel and the greyness
for the operations of GLTSs. The research on the BPA of fuzzy linguistic variables in this study is
based on this.

DEFINITION 10 (Du et al., 2023): Grey Linguistic Term set. Given a continuous linguistic term

set S={s|s, <5, <S,a€[0,t]}, then an ordered union of closed or open linguistic intervals

G (¥)={s Is; =[s7,5"1<S} s called a Grey Linguistic Term set (GLTs). Among them:

i+l Iﬁ

i=12,..,n, where n is an integer greater than 0, and §;,S," eS , S, <8 <s7<s

S and

5 €Gg(x) I

addition, the lower and upper bounds of Gg(X) are defined as s =inf

s =sup_,

sI

DEFINITION 11 (Du ¢t al., 2023): Greyness of Grey Linguistic Term set. For a given Grey Linguistic
. =min{S}=s,, s

<62 () s;" , respectively. The concise form of GLTs is G4 (X) = U?:l[si’,si*] .

Term set, S, o = Max{S}=s,, its greyness is defined as:

AT =AT(s))
(G5 (X)) = 8
: ( S( )) Ail (Smax) _AA (Smin) ( )
Among them: A™ is the inverse transformation function of the fuzzy language representation
model.
DEFINITION 12 (Du ¢t al., 2023). Kernel of Grey Linguistic Term set. For a given GLTs, let the

kernel of the linguistic interval [$,7,5] be § =A(A™(s;)+A™(S7))/2)=(s;,a), then the kernel
of GLTs is defined as:

LA

6,00 = A= ) ©)

11
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The greyness and the kernel contain all the information about GLTs. According to the general

uncertainty theory, through simple numerical transformations, A™[s,

,S,"] can be converted into
[r..r;]1, and the concept of the greyness of GLTs is similar to that of the uncertainty. Let it be

equal to «a, so that the BPA of the reliability information of the fuzzy set type can be obtained
according to formula (6).

3.2.3 Information on key equipment parameters of the grey number type. A grey number is used to
describe a number whose exact value is unknown while only its value range is known. Usually, a
grey number is represented by ® [a,b], where the true value of the grey number is taken within

[a,b], but it is unclear which specific value it is. In the practice of reliability engineering, the values

of some important parameters can sometimes directly reflect the reliability level of complex
equipment or subsystems. However, due to the incompleteness of information collection and the
uncertainty of cognition, an exact value is often unavailable. In engineering practice, through the
collection of historical data and the judgment based on experts' experience, the values of key
parameters can be determined within a rough range.

Generalized Grey Numbers have properties similar to those of GUVs. They also possess the
concepts of kernel and greyness, and their calculation processes are analogous. You can refer to
the previous content (Liu ez a/,, 2004). According to the general uncertainty theory, after a series of
Generalized Grey Numbers are combined in accordance with the rules set by Liu and Tang (2023)
and then normalized into standard grey numbers with a universe of discourse of 1, the simplified

form of the final result ®(g°) can be obtained as ®(g°) , where ®,g° €[0,1]. The concept of the

greyness of a grey number is similar to that of the uncertainty degree u® of a GUV. The kernel is a
real number that can represent the grey number, and the greyness is the ratio of the value range
generated by the grey number to its background domain (Sifeng ez a/, 2004). Its definition satisfies
the normality, so the confidence level a can still be used for equivalence. Then, based on formula
(6), the BPA of the reliability information of the grey number type can be obtained.

3.2.4 Reliability test results of the rough set type. A rough set uses the method of upper and lower
approximations to describe unknown information with known information. Assume that

IRN(I;)=(RN(1;),RN(1,)), where RN(I,)=[c,d], RN(l;)=[a,b],and a<c<d<b. That
is, if both the lower approximation and the upper approximation of a rough variable are intervals,

then IRN (li) is called an interval rough number. The analysis tools for reliability assessment and

reliability growth are often used in combination. Because in different reliability growth stages, the
data from reliability assessment can help establish the analysis models for reliability growth, such
as the Duane model and the AMSAA model. In the same reliability growth stage, the analysis
results of the reliability growth model can also help assess reliability in return. During the
development process of complex equipment, reliability tests will be carried out on subsystems and
key components. The test results can reflect the overall reliability of the equipment to a certain
extent. Meanwhile, the reliability growth data of historical or similar products can also be used as
a reference for assessment. These reliability estimates can form the upper and lower
approximations of the true value of the reliability assessment of complex equipment. At the same
time, due to reasons such as the incomplete reflection of the mission system and the inability to
accurately determine the similarity coefficient, the upper and lower approximations themselves may
also be interval values, which constitutes a rough set problem.

As a tool for studying uncertain knowledge, rough sets are widely used in fields such as attribute
reduction, knowledge reasoning, and information judgment. To avoid further expanding the scope
of this study, it is assumed here that the values obtained by rough sets are already the results after
attribute reduction. In fact, interval rough numbers are similar to trapezoidal fuzzy numbers, so
simplified calculations can be carried out.
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Assume that RN (1) =[c,d] is the value of the lower approximation of the reliability obtained
through the reliability tests of components, and RN(l;)=[a,b] is the value of the upper

approximation of the reliability obtained from the reliability growth data of historical products or
similar products, where 0<a<c<d <b<1. Then, according to the general uncertainty theory, it
can be considered that the point estimate of the reliability is f =(c+d)/2,and the confidence level

is equal to the uncertainty degree. The calculation formula is o =u’ =[u([a,b]) — x([c,d]D]/ ().
Based on this, the BPA of the reliability information of the rough set type can be obtained.

3.3 Comprebensive weight modification of evidence bodies considering subjective and objective factors.

3.3.1 The similarity among the evidences in the Credal layer. In otder to avoid the impact of
interfering evidences on the overall evidences, it is necessary to analyze the similarity degree among
the evidences from the Credal layer. Through the results of pairwise comparisons among the
evidences, it is judged which one or several evidences have the greatest differences from the others,
and then the weights of these interfering evidences are reduced. In the evidence theory, the
measures for evaluating the similarity among evidences are often judged by distance indicators, and
among them, the Jousselme distance is the most widely used method (Jousselme e7 af., 2001). This
study adopts the Jousselme distance to measure the similarity among the evidences in the Credal
layer.

DEFINITION 13 (Jousselme ¢t al., 2001): Jousselme Distance. Let the frame of discernment be
©={4,6,,...6,}, the power set be 2° ={A, A,,..., A}, and the BPAs corresponding to n pieces

of evidence be m;,m,,...m,. Then the Jousselme distance between the evidences is defined as

follows:

dij:\/%(Mi_Mj)TD(Mi_Mj)) (10)

Among them: M; =[m (A),m (A,),...m (A, )M'; D isa 2"x2" positive definite matrix, where
Dy =l ANAI/IAUA|; |e] represents the cardinality of the set.
The support degree of each piece of evidence obtained from the Jousselme distance is:
mind,
Sup(m,) = Id , 1=12,.,n (11)

Among them: d; = Zdij is the sum of the distances between evidence m; and other evidences,
i

which reflects the total difference from the other n-1 pieces of evidence. Thus, the similarity
weights of each piece of evidence can be obtained as follows:

Wa _ sup(mi)

Zn: Sup(m;) (12)
=1

3.3.2 The uncertainty of the evidences themselves in the Credal layer. Besides the identification of
interfering evidences, the uncertainty of different evidences themselves is also an aspect that affects
the credibility of the evidences. Due to differences in cognition and varying degrees of difficulty in
data acquisition, the results of the uncertainty degree U’ among different evidences may vary
greatly. The smaller the uncertainty degree of an evidence is, the more reliable the evidence it
represents. Therefore, a higher weight should be assigned when distributing weights.
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Use the reciprocal of the uncertainty degree of different evidences as the basis for the allocation
of weights based on the uncertainty of the evidences themselves. Let u° represent the uncertainty
degree of evidence m,, then the calculation formula for the uncertainty weight is as follows:

W 1/u;
D> 1lu; 13
j=1

3.3.3 The Shapley value method for subjective evaluation. After assigning weights to the objective
characteristics of the evidences in the Credal layer, it is necessary to modify the weights among the
evidences again from a subjective perspective. Because in the fusion process of the D-S evidence
theory, it is required to ensure that the evidences are independent of each other and do not
influence one another. However, the multi-source reliability information of complex equipment
may not meet the requirement of mutual independence. For example, the results of expert
evaluations may come from failure data, estimations of important parameters, and reliability tests.
Meanwhile, in this study, different evidences represent reliability data of different uncertainty types,
and the reliability data under the same type may jointly reflect the characteristics of a certain
subsystem. The Shapley value method can reflect the emergence effect, coupling effect, etc. among
different subsystems. For instance, the results obtained by using failure data or expert evaluations
alone may not be reliable, but when combining failure data and expert evaluations simultaneously,
the results will become more reliable.

The Shapley value method is an effective approach used to solve the problem of profit
distribution in cooperative games. It aims to determine the fair share that each participant should
receive based on the marginal contributions of each participant to different coalition combinations.
The degree of support provided by the combination of evidences for the reliability assessment can
be regarded as the contribution of the coalition, and thus the fair share of each evidence, that is,
the absolute weight of the evidence, can be obtained. The following will briefly introduce the
solution process of the Shapley value method.

DEFINITION 14: The Shapley value method. Let the frame of discernment be ® ={4,,0,,...,6.},

the power set be 2° ={A, A,,.., A}, and the BPAs corresponding to n pieces of evidence be
m,,m,,...,m,. Regard m;,m,,...,m, as the n members within the cooperative game system, denoted
by N={m;,m,,...m}.Let S be different coalitions composed of different members, v(S) be the
payoff of coalition S, and the marginal contribution created by member m; for its own coalition
when participating in different coalitions S is denoted asv(S)—v(S\{m,}) . Then the fair share of

benefits that member m; obtains from the overall benefits v(N) is:

S|-D!(n—|S ]!
z[(l | )n(!nl DY

SeN

o M. (v) = <[(S) - (S\{m )] (14)

Thus, the subjective weight is obtained as follows:

o =0T ) (15)
Do_m,(v)
=t

3.3.4 Optimal comprehensive weight. After the weight assignments from both subjective and
objective aspects, it is necessary to comprehensively consider the above three types of weights. The
optimal weights can be obtained through a simple weighted method. To obtain a more reasonable
weight distribution, this study adopts the Technique for Order Preference by Similarity to Ideal
Solution (TOPSIS) for calculation.

Taking the BPAs of 4 pieces of evidence as an example. First, construct a decision matrix A
with the three weight sequences as rows, that is:
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a
W W1y
—lwh | =
A=lw = Wop s Wap s Wz, Wa, (16)
WC

W31’ W32 ’ W33 ! W34

W,

127 W13 ' Wl4

+ - H H .1 + 4 +
Let A} =max;(w;), Ay =min;(w;), i=123;j=1234, Then we haved; =[> (W, —A)",

d = [Z‘;ﬂ(wij—Aj’)z . The closeness of ecach weight sequence to the ideal solution is:

C, =d; /(d] +d;),i =1,2,3. Finally, the comprehensive optimal weight is obtained as:

w; =3 Cw, 17)

4. Case Study

A certain type of space carrier rocket is about to carry out a launch mission. In order to ensure
the smooth progress of the mission, it is necessary to predict the overall mission reliability of the
carrier rocket before the start of the mission. In order to obtain as reliable a result as possible within
the shortest possible time, the expert group of this model has decided to comprehensively consider
multiple different reliability information sources to evaluate the mission reliability level of the
carrier rocket.

The judgment requirements of the expert group are as follows: (1) The point estimate of
reliability should not be lower than 96%; (2) The confidence level should be greater than 90%.
That is, the simplified form of the calculated value f(un) of the reliability of a certain type of carrier

rocket should meet the following conditions:
f >0.96
u°<0.1

Through the efforts of the team members, four types of reliability data were finally obtained: (1)
Failure data; (2) Judgments made by experts based on their experience; (3) Numerical information
on important parameters; (4) Reliability predictions of historical products and similar products, as
well as the reliability test results of subsystems and key components.

According to the historical data and by referring to the engineer's manual, it is judged that the
failure data conforms to the normal distribution of Ry ~ N(0.97,0.006) .

Set {s,,S,,5;,5,} as the language assessment level, which respectively corresponds to {Poor,
Medium, Good, Excellent}, and the cotresponding reliability is divided into
{[-,0.85],[0.85,0.90],[0.90,0.95],[0.95,1.00]} . The result obtained by using GLT' to perform Union
operators for the evaluation results made by the expert group based on their expetience is:
(84:=0.7) 006 -

The result of simplifying the numerical information of the important parameters into standard
grey numbers is: ®(g°) =0.96 (45 -

After the reliability test results are converted into reliability, they exhibit the characteristics of
rough sets: [[0.92,0.98],[0.9,1.0]] .

4.1 Establish the Frame of Discernment and BPA.

Let the frame of discernment be reliability (probability measure), that is, ® {[0,1]}.

(1) FAILURE DATA
According to the distribution law of the failure data, when the significance level a is 0.1, the
confidence interval of the reliability can be obtained as [0.96,0.98] . Let the failure data be denoted
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as m,, and the BPA of m, can be calculated by formula (6) as follows:

m, ([0.96,0.98]) = 0.898
{ m, ([0,1]) = 0.102
(2) EXPERT EVALUATION
According to the general uncertainty theory, the GUV form of GLTs is obtained as: 0.97 . .
Let the expert evaluation be denoted as m,, and by calculating the BPA of m, through formula
(6), we have:
m, ([0.94,1]) = 0.936
{ m, ([0,1]) = 0.064
(3) IMPORTANT PARAMETERS
Similarly, let the important parameters be denoted as m,, and the BPA is obtained as follows:

m,([0.92,1]) = 0.913
{ m, ([0,1]) = 0.087
(4) RELIABILITY TEST
Similarly, let the reliability test be denoted as m,, and the BPA is obtained as follows:

m, ([0.93,0.97]) = 0.958
m, ([0,1]) = 0.042

4.2 Obtaining the optimal comprebensive weight

(1) SIMILARITY WEIGHT: Using the information obtained in the previous step, the
Jousselme distance is applied to calculate the support degree Sup(m;) of each piece of evidence

and the weight W”. The results are shown in Table 1.
(2) UNCERTAINTY WEIGHT: Using the uncertainty degree U; of each piece of evidence, the

uncertainty weight of the evidence can be calculated. The results are shown in Table 2.

(3) SUBJECTIVE CONTRIBUTION WEIGHT: Since the subjective weights come from
expert evaluations, for the specific calculation formulas, please refer to Formulas (14) and (15).
Here, the assigned values of the subjective weights are directly presented, and the results are shown

in Table 3.
(4) COMPREHENSIVE WEIGHT: When the similarity weight W?, the uncertainty weight W/,

and the subjective weight W, are obtained, the decision matrix A can be obtained as follows:

w? 0.249 0.249 0.247 0.255
A=|w" |=]0.156 0.256 0.195 0.390
w* 0.346 0.249 0.213 0.192

According to the TOPSIS method, the optimal comprehensive weight sequence is obtained
as follows: (0.269,0.246,0.099,0.386) .

Table 1. Similarity Weights of Evidence in the Credal Layer

m; dijciv iy d; Sup(m;) w;

m, d, =0.033,d,, =0.040,d,, = 0.030 0.103 2.907 0.249
m, d,, =0.037,d,, =0.024 0.094 2.906 0.249
m, d,, =0.033 0.110 2.890 0.247
m, / 0.087 2913 0.255
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Table 2. Uncertainty Weights of Evidence in the Credal Layer

m, u° w?

m, 0.10 0.156
m, 0.06 0.259
m, 0.08 0.195
m, 0.04 0.390

Table 3. Subjective Weights

m, Wic

m, 0.346
m, 0.249
m, 0.213
m, 0.192

4.3 Modify and fusion of evidence

Modify the original BPA through the optimal comprehensive weight. The results are as follows:

m’,([0.96,0.98]) = 0.242

m’,([0,1]) = 0.758

m’,([0.94,1]) = 0.230
m’,([0,1]) = 0.770

m’, ([0.92,1]) = 0.090
m’, ([0,1]) = 0.910

m’, ([0.93,0.97]) = 0.370

m’, ([0,1]) = 0.630

Please note that the uncertainty information has been integrated into the BPA of different
evidence bodies as the interval possibility coverage value at this time.

After completing the revision of the original BPA, the fused evidence is obtained according to
Formula (3) of the Dempster combination rule:

m([0.92,1]) = 0.033
m([0.93,0.97]) =0.215
m([0.94,0.97]) = 0.065
m([0.94,1]) = 0.109
m([0.96,0.97]) = 0.009
m([0.96,0.98]) = 0.153
m([0,1]) = 0.335

4.4 PPT

There are a relatively large number of pieces of fused evidence, which are not suitable for direct
decision-making and judgment. Therefore, it is necessary to perform decision-level probability
conversion on multiple pieces of evidence to obtain a result that integrates the core and uncertainty
of each piece of evidence. After performing decision-level probability conversion on the fused
evidence through Formula (4), the probability distribution of reliability is obtained as follows:
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0.335x, 0<x<0.92
0.745x —0.3795, 0.92<x<0.93
6.1225x-5.37825, 0.93<x<0.94
BetP(0<f<x)=1-u" =4 10.1059x-9.12265, 0.94<x<0.96
26.7559x —25.10665, 0.96<x<0.97
10.2142x-9.0612, 0.97 <x<0.98

2.5642x-1.5642, 0.98<x<1

Among them, X represents the upper limit of the point estimate of reliability, and u° is the
uncertainty degree, which is also the confidence level. This formula reflects how much change in
the uncertainty degree (i.e., the confidence level) will be caused by the change in the upper limit
value of the point estimate of reliability. It can be concluded from the results that after
comprehensively using various types of uncertain reliability information, the confidence level is
only 0.579104 when the point estimate value of the reliability of the launch vehicle is r>0.96.
According to the analysis, since the source process of this reliability assessment result is obtained
by synthesizing various types of uncertainty information, there will be a problem that the
uncertainty degree further increases during the synthesis process. This is similar to the law that the
uncertainty degree of GUVs in the general uncertainty theory further increases during the
summation operation, and it also conforms to the human cognitive process.

Based on the results of the operation, it can be considered that it is unreliable to draw the
conclusion that the reliability of the launch vehicle is above 0.96 under the confidence level of 90%.
Future improvement methods can be carried out from aspects such as increasing the reliability
assessment values of the obtained reliability data and reducing the uncertainty of the sources of the

reliability data.

4.5 Comparative Analyses

In order to contrastively show the uniqueness of the model proposed in this study, Liu's
fusion method of GUVs and the fusion method of D-S evidence theory proposed in this study are
selected for compatison. Liu's fusion method is to add different GUVs according to the weights
given by experts (Liu & Tang, 2023). Here, the optimal comprehensive weight sequence
(0.269,0.246,0.099,0.386) , which is obtained in Section 4.2 is selected as the weight for calculation.
According to the general uncertainty theory, the simplified forms of the reliability of different types
of reliability data are obtained as follows:

For the failure data, based on the failure probability distribution obtained by querying the

engineer's manual, the simplified form of the reliability is f_ .
? 1(uy)

=0.97 4, ; For expert evaluations,
based on the Generalized Linguistic Terms (GLTs) synthesized from the scores given by the expert
group, the simplified form of the reliability is f, wy = 09700 s For the numerical information of
important parameters, the simplified form of the reliability obtained according to the conversion
is f3(u§) =0.9645) ; For the results of the reliability test, the simplified form of the reliability
obtained from the rough set reliability interval determined by the test and historical product data
is f, wy = 0-90 - According to the operation rules proposed by (Liu & Tang, 2023), the

comprehensive operation results are obtained as follows:

4
f= Zwiﬁ =0.97x0.269+0.97x0.246+ 0.96x 0.099+ 0.97x 0.386 = 0.96901
i=1

1

4
2 W

i=1

o 1
U wf =

4
U= i il
= 0.96901
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That is, the final reliability assessment result is 0.96901 g, -

The comparison between the two fusion methods is shown in Table 4. It can be seen that the
judgment results obtained by the two theories are not consistent. Among them, the uncertainty
degree obtained by using the D-S evidence theory for fusion is greater than the specified value of
0.1, while the operation result obtained by directly adding GUVs meets the operation conditions.
For a more intuitive comparison, substituting the estimated value of 0.96901 of f obtained by the
general uncertainty theory into the PPT formula in Section 4.4, it is obtained that when £ is less
than 0.96901, the value of u” is 0.18. It can be seen that at this time, it is mainly the excessive
cognitive uncertainty degree that affects the judgment of the result.

Liv’s method of estimating GUVs only considers the influence of subjective weights and the
magnitude of the cores of GUVs themselves on the uncertainty degree during the addition process
of GUVs. Such a method can be widely applied in the data layer and analysis layer in the reliability
assessment pyramid model, because its operation is relatively simple and it can avoid the excessive
increase of the uncertainty degree to a certain extent. However, when dealing with the assessment
of the decision-making layer at the top of the reliability assessment pyramid model, since it involves
the synthesis of reliability data with multi-source uncertainties as a whole, it is difficult to
comprehensively reflect the change situation of the uncertainty degree only by using subjective
weights and the magnitude of GUVs themselves for the synthesis of the uncertainty degree at this
time. To solve this problem, this study uses the evidence theory to fuse GUVs. Meanwhile, the
weight distribution among evidences and the comprehensive optimal distribution are considered
from three aspects. The obtained results also conform to the results obtained by integrating
different uncertain information, and the uncertainty degree will further increase compared with the
original information, which conforms to the objective cognitive law. Under the same assessment
criteria, the results obtained by the proposed method are more conservative. Moreover, the
proposed method can obtain the analytical expression of the change relationship between the
assessment result and the uncertainty degree, so it is more conducive to conducting sensitivity
analysis. The change relationship between the uncertainty degree and the upper bound of the
reliability estimate obtained in this case is shown in Figure 2.

5. Conclusion

The reliability data of complex equipment is characterized by multi-source uncertainties. In order
to make better use of reliability data from different sources in practical engineering applications
and conduct reasonable reliability prediction and assessment, this study proposes to use the
evidence theory to fuse Generalized Uncertainty Variables (GUVs) for reliability assessment. The
specific research achievements are as follows:

(1) By linking the concepts of uncertainty degree and confidence level, a method for innovatively
converting Generalized Uncertainty Variables in the general uncertainty theory into Basic
Probability Assignments in the D-S evidence theory is proposed.

(2) In order to comprehensively consider the similarity among evidences, the uncertainty of
evidences themselves, and the coupling relationship among evidences, different ways of weight
distribution among different evidences are proposed in these three aspects respectively. Among
them, the reciprocal of the uncertainty degree is innovatively applied as the weight distribution for
the uncertainty of evidences themselves, and the Shapley value method is applied as the weight
distribution for the individual contribution degree of evidences. Finally, the Technique for Order
of Preference by Similarity to Ideal Solution (TOPSIS) method is used to solve the optimal weight
distribution.

Table 4. Comparison of the two GUVs fusion methods

Fusion methods f estimate U’ estimate Results
D-S evidence theory =0.96 0.420896 Reject
General uncertainty Theory =0.96901 0.063 Accept
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Figure 2. Relationship between the uncertainty degree U° and the reliability f in the case.

Compared with the general uncertainty theory, the results obtained by the method proposed in
this study are more conservative. Because when evidences containing uncertainty degrees are
merged and fused with each other, the uncertainty degree will further increase, which is consistent
with the cognitive law in real life. The method proposed in this study will better reflect the impact
of differences in confidence levels on the reliability assessment results, so that it can be better
applied in reliability engineering practice and help to further improve the reliability management

level of complex equipment in China.

Appendix
Abbreviation Original term
D-S evidence theory Dempster-Shafer evidence theory
FoD Frame of Discernment
BPA Basic Probability Assignment, BPA
TBM Transferable Belief Model
PPT Pignistic Probability Transform
GUD General Uncertainty Data
GUV General Uncertainty Variable
MTBF Mean Time Between Failure
MTTR Mean Time To Repair
UCTs Uncertain Linguistic Term set
HFLTs Hesitant Fuzzy Linguistic Term set
EHFLTs Extend Hesitant Fuzzy Linguistic Term set
GLTs Grey Linguistic Term set, GLT's
TOPSIS Technique for Order Preference by Similarity to Ideal Solution
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Abstract: Mobile cellular telephone subscriptions and secure internet setvers play an important tole in the
digital infrastructure of the countty, and their growth projections hold useful information for planners and
policymakers. The current study makes a piloneering attempt to forecast the growth in mobile cellular
subscriptions and secure internet servers in the United States of America and China using an intelligent and
flexible time-series grey model called EGM (1,1, a, 0). Secure internet servers in the US and China are projected
to grow exponentially, while mobile cellular subscriptions for both countries showed linear growth. The error
analysis done through the mean absolute percentage error revealed some interesting results related to secure
Internet servers. The results provide useful insights for proper planning of the digital infrastructure of the two
digital powerhouses.

Keywords: Grey forecast; time series forecasting; mobile cellular telephone subscriptions; secure internet
servers

1. Introduction

In today's digital wotld, the number of mobile cellular subscriptions and secure internet servers
are key indicators of a country's technological growth and economic competitiveness (Lee ¢f .,
2021). Secure internet servers are web servers that encrypt data transfers using SSL/TLS protocols.
To use cellular technology for internet access and mobile telephones, one must first subscribe to a
public mobile network. In 2020, the World Bank recognized secure servers and mobile subscribers
as two indicators of a country's Internet infrastructure, connectivity, and preparation for 5G and
Internet of Things (IoT). China's investments in digital infrastructure, including Made in China
2025 and Digital Silk Road, have established the country as a technical powerhouse (Chan, 2022).

By promoting economic growth and worldwide competitiveness, these initiatives help the
organization achieve its goal of improving cybersecurity techniques and making its services more
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accessible to the general public. To remain competitive, the United States of America, long
regarded as a technical innovation leader, is focusing on developing a safe digital economy that
encourages better connectivity while implementing rigorous cybersecurity measures (Erondu &
Erondu, 2023). Both countries are at the vanguard of digital transformation and their examples
serve as models for how other countries might develop their technological capabilities.
Digitalization in China and America are vital to the global economy that is closely intervened in
these two major economies through their trade relations. It includes growing secure internet servers
in China, which demonstrates how quickly it can tackle any cybersecurity challenges and improve
its status in technology (Bauer & Dutton, 2015). Likewise, the increase in mobile cellular
subscribers reveals how far a country has progressed in terms of bridging urban-rural divides in
digital connectivity (Wang ef a/., 2021). The growth in cellular subscriptions also emphasize the
need to safeguard key industries, such as finance, healthcare, and e-commerce, from cyber threats
(Luo & Choi, 2022; Desamsetti, 2021).

The mobile market of the United States may be mature, but seedlings of incremental
advancement through IoT and 5G technologies continue planting so that the country stays ahead
in telecommunication innovation (Tom, 2023). Thus, getting to know all of these trajectories is
paramount, since this comes ahead of any other development that would set global benchmarks
for technological innovation and economic progress. The focus on secure internet servers and
mobile cellular subscriptions as primary variables is not arbitrary. These indicators encapsulate the
crux of digital infrastructure and connectivity, which are essential for economic growth and
innovation. China has the potential to scale its digital infrastructure swiftly beyond the former
model and would, therefore, offer lessons to developing countries aspiring not just to catch up but,
more importantly, to leapfrog their technological power (Hu e a/, 2023). In contrast, the US
approach, which focuses on quality, safety, and sustainability, can be a roadmap for many countries
with a well-established digital marketplace while attempting to remain competitive (Mueller &
Farhat, 2023). Most countries are rapidly catching up in digitalization, all but one: no other place
has the global influence and transformation potential of either China or the US.

The aim of this study was to forecast the growth of secure internet servers and mobile cellular
subscriptions in China and the US using the EGM (1,1, o, 6) model for 2024-2033. The rest of the
study is organized as follows. After the introduction section, the methodology section is presented.
In this section variables, data, the forecasting model, and forecast accuracy measurement methods
are discussed. In the next section, results and discussions are presented. In the last section,
conclusions and limitations are given.

2. METHODOLOGY
2.1 Variables and data

The study forecasted two variables; Secure internet servers and, mobile cellular telephone
subscriptions. Secure internet servers ate “the number of distinct, publicly-trusted TLS/SSL
certificates found in the Netcraft Secure Server Survey” (World Bank, 2024a). It refers to the total
secure servers of a country, which indicates the amount of effort that a country has put into
servicing its cyberspace and securing commerce and communication. Meanwhile, mobile cellular
subscriptions are “subscriptions to a public mobile telephone service that provide access to the
PSTN using cellular technology” (World Bank, 2024b). It indicates the number of active cellular
mobile subscriptions reported within the boundaries of each country to determine the extent of
mobility and telecommunication technology employed. Data from 2015 to 2023 was collected from
World Bank (2024a; 2024b).

2.2 The forecasting technigne

Grey System Theory is an emerging field of artificial intelligence and data science. Grey
forecasting models (Podrecca & Sartor, 2023), grey numbers (Voskoglou, 2023), grey relational
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analysis models (Nawaz ef al., 2024; Nawaz ¢t al., 2022) form the core tenants of the theory. What
distinguishes the grey forecasting models from statistical forecasting techniques is its data
processing procedures and time-response functions (Javed & Cudjoe, 2022). The current study
used an advanced grey forecasting model called EGM (1, 1, «, 0) that was proposed by Javed ez a/.
(2020). It is a generalized form of the classical even grey model EGM (1, 1) and reduces to its
original form when o = 1 and 0 = 0.5. The advanced model is more flexible and can adapt to
nonlinear time series data as well. Let the actual data set is

x© — (x(o)(l),x(o)(Z), ...x(o)(n))
If we aggregate it using xD (k) = Z;‘;l x© @),k = 1,2, ...,n it becomes,
X = (x0(1),x(2), ..x V()

Later, with the help of zZWk) =0.xV k) + (14 0). x99k — 1) the following data set is
estimated,

Z0 = (20(1),z20(2), .20 (1))
The model’s continuous-time grey differential equation is defined as

dx@ (k)

(1) =
Ik +ax‘V(k)=0>b

which is approximately equivalent to

xO k) +az®P k) =b

Later, the least square approach is used to calculate the parameters a and b, i.c.

[a,b]” = [BTB]"'BTY

where,

—zM©R) 1 x(©)(2)
_|=z0@) Y pqy = [xOG)

-z®0Mm) 1 x©(n)
The time response function of the model is
2 () © b\ a-1) b
x“(k)=(x (1)——)e a +—,k=12,..,n
a a
To extract simulation of the actual data the following equation will be used,
2O = k(2@ W) - 2Ok = 1))k = 1,2, .., n; 2©(0) =0
And the time-response expression of the actual data X © js given as
b
FO() = e = ) (xO(1) = 2) e, k =12, .,

The current study used the optimization technique proposed by Javed e a/. (2020) to estimate
the values of a and 6.
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2.3 Forecast error measurement

The Mean Absolute Percent Error (MAPE) is an effective measure for calculating forecast error,
and is given as follows (Javed & Cudjoe, 2020),

n

1
MAPE(%) =~ Z
k=1

x(k) — 2(k)

where x(k) and X(k) ate indicative of both observe and simulate (forecast) values obtained through
the model. According to the Javed-Cudjoe scale, a MAPE (%) of less than 20% reflects a good
prediction (Javed and Cudjoe, 2020):

(< 10 Highly accurate forecast
10~20 Good forecast
MAPE(%) =
(%) 20~30 Reasonable forecast
> 30 Inaccurate forecast

3. RESULTS AND DISCUSSION

Tables 1 and 2 comprise two sections, where the first section belongs to secure internet servers
and the second section belongs to mobile cellular subscriptions. The first column in both tables

Table 1. Forecasting China’s secure internet servers and mobile cellular subscriptions

Secure internet servers — (Thonsand) Mobile cellular subscriptions (Million)
Actual Data EGM (1,1,a,0) | MAPE (%) | Acnal Data EGM (1,1,a,0) | MAPE (%)

2015 27 27 1290 1290
2016 66 398 503.0 1360 1451 6.7
2017 290 519 79.0 1470 1504 2.3
2018 622 673 8.2 1650 1558 5.6
2019 1027 870 15.3 1750 1614 7.8
2020 1338 1122 16.1 1720 1671 2.8
2021 1531 1445 5.6 1730 1730 0.0
2022 1860 1860 0.0 1770 1791 12
2023 2128 2392 124 1810 1854 2.4
2024 3074 1919
2025 3949 1986
2026 5070 2055
2027 6508 2127
2028 8351 2201
2029 10713 2277
2030 13740 2357
2031 17620 2439
2032 22591 2523
2033 28960 2611

a -0.245704 -0.033873

b 0.332756 1373.698

o 0.951069 0.993344

0 1 1

MAPE (%) 79.9 3.58
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Table 2. Forecasting the US secure internet servers and mobile cellular subscriptions

Secure Internet servers  (Thonsand) Mobile cellular subscriptions (Million)
Actual Data | EGM (1,1,a,0) | MAPE (%) | Adnal Data | EGM (1,1, a,0) | MAPE (%)

2015 2.04 2.04 332 332
2016 3.69 15.26 313.6 338 335 0.9
2017 9.86 18.72 89.9 340 341 0.3
2018 21.52 22.94 6.6 348 347 0.3
2019 40.71 28.08 31.0 356 353 0.8
2020 46.68 34.36 26.4 353 360 2.0
2021 52.12 42.04 19.3 362 366 1.1
2022 60.19 51.42 14.6 373 373 0.0
2023 62.88 62.88 0.0 386 380 1.6
2024 76.89 387
2025 94 394
2026 114.92 401
2027 140.48 408
2028 171.72 416
2029 209.89 423
2030 256.53 431
2031 313.53 439
2032 383.17 447
2033 468.27 455

a -0.200001 -0.018121

b 13.28111 325.5348

o 0.989555 1

0 1 0.528325

MAPE (%) 62.7 0.87

represents the time series from 2015 to 2023. Four parameters (a, b, «, and 0) are also shown in
the same column. The actual data of the servers in thousands are presented in second columns.
The simulation of the actual data and its forecast are presented in the third column. The simulations
were performed using the EGM (1, 1, «, 6) model. The fourth column contains the MAPE values.

In the tables, the first column of the second section is the actual data of the subscriptions in
millions, and the next two columns are the simulations obtained through the grey forecasting model
and MAPE values. The first section of Table 1 presents the analysis of servers, where China is
projected to grow to 28,960 thousand secure internet servers by 2033 which was 27 thousand in
2015 and 2128 thousand in 2023. This trend is exponential, as shown in Figure 1.

The second section of Table 1 presents an analysis of the subscriptions, where China is projected
to grow to 2,611 million mobile cellular subscriptions by 2033 which was 1290 million in 2015 and
1810 million in 2023. The trend is linear, as shown in Figure 2. The findings indicate that China
aims to bolster its stance towards better digital security; thus, its focus on secure Internet servers
and mobile cellular subscriptions is likely to sustain long-term growth in the long run.

As discussed earlier, Table 2 also comprises two sections, where section 1 belongs to secure
internet servers and section 2 belongs to mobile cellular subscriptions in the US. The first section
of Table 2 presents the analysis of the servers, where the US is projected to grow to 468.27
thousand secure internet servers by 2033 which was 2.04 thousand in 2015 and 62.88 thousand in
2023. The trend is linear, as shown in Figure 3.
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Figure 2. China’s mobile cellular subscriptions

The analysis of the second section of Table 2 reveals that the US is projected to grow to 455
million mobile cellular subscriptions by 2033, which were 332 million in 2015 and 386 million in
2023. The trend is linear, as shown in Figure 4. The findings indicate that the US focused on
enhancing cybersecurity, strengthening its digital economy, and substantial growth in secure servers.
The trajectories of both countries underscore the critical role of digital infrastructure in shaping
their economic and global competitiveness.
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Figure 4. The USA’s mobile cellular subscriptions

Technological advancement and infrastructural development have emerged as central pillars for
all nations looking for a competitive edge in the global stage, as well as economic sustainability. In
the mechanical era, countries that focus on the provision of secure internet servers and mobile
connectivity have a clear edge in terms of productivity and intellectual power (Weiss, 2021; Liu e#
al., 2022; Xiao ¢t al., 2022; Xiaobo et al., 2023; Rosenberg ¢f al., 1992). With secure internet servers
being an important aspect of cyber security and building trust in the digital world, mobile cellular
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networks are the second most important aspect in ensuring connectivity and communication, as
well as assisting emerging technologies such as IoT and 5G.

Here an important point needs to be discussed. If we see at Table 1 and Table 2, the overall
MAPE ranges from 62.7% to 79.9%. According to the Javed-Cudjoe scale to interpret the MAPE
values (Javed & Cudjoe, 2020), the overall MAPE values greater than 30% signify inaccurate
forecasts. If we look at the data carefully using the MAPE value at each point we can know the
reason of this huge error in the simulation. For instance, if we take the case of secure internet
servers in China, we can see that there were only 27,000 internet servers in 2015 and the figure rose
to 2392000 servers by 2023. This is clearly an exponential trend. Just in one year, from 2016 to
2017, the servers boomed from 66 to 290. These kinds of significant jumps in data are not easy to
handle. Thus, the MAPE was 503% in 2016 but was continuously reducing till it fall to 12.4% in
2023 (with small ups and downs). Now, even though the overall MAPE value is outrageously huge
because of the significant difference between the actual data points it should be noted that the
current study used original data without any filtration or normalization techniques. Also, the
reduction in the MAPE value in the succeeding years only makes the succeeding simulations more
accurate. Similar conclusions can be made for the secure internet servers in the US.

4. Conclusion

Secure internet servers and mobile cellular subscriptions are key derivers in the development of
digital infrastructure, which is an important pillar of the socio-economic development of China
and the US. The current study predicted the growth in secure internet servers and mobile cellular
subscriptions till 2033 using the data from 2015 to 2023. To achieve these objectives the current
study used the EGM (1,1, o, 0) model, an advanced grey forecasting model with two parameters (o
and 0) that make it both adaptable and intelligent. The cellular subscriptions showed lineatly
increasing trend while internet servers showed exponentially increasing trend for both countries.
In the absence of any disruptive technology, these trends are likely to continue in the future and
digital infrastructure is likely to further improve in these countries. If we look at the results reported
in the tables, one can argue that these trends underline the contributions of China in terms of
expanding digital access and improving cybersecurity, as opposed to the US strategy, which
promotes a more quality-driven approach centred on scalable, safe digital ecosystems, and
technological innovation.

Digital infrastructure is a function of multiple components but the current study resort to just
two components. In future, more components, and hence, more objects of forecasts, can be
added in the study. Further, multi-variable grey forecasting models can also be used to improve
the forecast accuracy, especially for the secure internet servers.
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